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During the last few months, the attacks
by ransomware named “WannaCry” and
“Petya” have hit computers in tens of
thousands of computer systems around
the globe, including Thailand. A wide
range of industries have been impacted
by these attacks, including businesses,
hospitals, utilities and government
entities around the world. Ransomware
leverages certain Windows vulnerabilities,
encrypts files on infected systems and
demands payment in exchange for the
decryption key in order to gain access to
those files again. If payment is not made
within a specified timeframe, the files
encrypted would never be recovered.

Ransomware is one of the many types of
recent cyberattacks that can have legal
implications for affected entities and
industries for which data access, integrity
and availability are critical; health care
and financial companies are particularly
vulnerable.

As affected entities work to understand
and respond to the threat of ransomware,
below is a summary of key legal issues.

Considerations

Legal Landscape

In the United States, the Federal Trade
Commission has used its authority under
Section 5 of the FTC Act to pursue “unfair
or deceptive acts or practices” to address
data privacy and security issues. The
deception doctrine has been used to
pursue companies that misrepresent
their use of personal information or the
security measures used to protect such
data, while the unfairness doctrine has
been used to bring actions against
companies that fail to employ adequate
safeguards prior to a security incident
(regardless of the company’s representations).

It can be seen that the United States
places great importance on protection
of personal data. Thailand does not have

laws similar to the legislation described
above. Nonetheless, where an injured
party has been harmed by the release
of personal information by a business or
otherorganization, it can sue for damages
on such legal grounds as wrongful acts
or breach of contract or bring a criminal
charge.

Thailand is pushing for laws to protect
personal data as embodied by the draft
Personal Data Protection Bill, which is
under consideration by the Cabinet.? The
aforementioned draft legislation incorporates
the Deceptive Doctrineandthe Unfairness
Doctrine in the same manner as in the
FTC Act, such as a prohibition against
allowing data controllers to collect or use
personal data without permission from
the owner of the data or as permitted by
law. There is also a requirement to inform
the owner of the data as to the reasons
for collecting the data and to use the
data for those reasons as stated.

' This article has been derived from an article originally published in Law360 by Hunton & Williams lawyers Lisa J. Sotto, Brittany M. Bacon and Jeffrey R. Dunifom. It has been revised

to be in conformity with Thai law by Manida Zinmerman.

? The draft Personal Data Protection Bill had been presented to the Thai National Legislative Assembly for consideration. Afterwards, the Cabinet rendered a resolution withdrawing

the matter back for further consideration and review.
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In addition, the draft law requires data
controllers to have appropriate data
security measures in place to guard
against the unauthorized or unlawful loss,
access, usage, modification or disclosure
of personal data. In terms of penalty for
violations, the draft law specifies civil
damages for injured parties, criminal
penalties and administrative fines.

Breach Notification Laws

In the United States and many countries
around the world, there are laws that
require data controllers to inform owners
of personal data in the event of any
breach of such data. As of now, Thailand
does not specifically have any such laws
in place.

Data Security Laws

As discussed, presently Thailand is
considering a draft Data Protection Bill
that addresses security measures and
rules regarding the storage of personal
data, as well as civil and criminal
penalties applicable to data controllers.

As for criminals who unlawfully breach
personal data, the Computer Crimes Act
B.E. 2550 (2007), as amended, enforces
penalties against those who unlawfully
access personal data guarded by security
measures, or who modify or affect its
integrity in some manner. In practice,
however, it is difficult to prosecute
offenders outside of Thailand under the
aforementioned law.

The draft Cyber Security and Safety Bill,
which is currently being considered by
the Council of State, requires government
and private entities that store personal
data belonging to the public to abide
by the rules and regulations issued by
the National Cyber Safety and Security
Commission. If a government entity is
in violation of any rules or regulations
under the draftlaw, it will face punishment
in the form of a disciplinary action.
However, private entities would face
criminal penalties.

Litigation

In the event that ransomware results in
a compromise of covered information,
litigation is another potential risk. Despite
the difficulty of bringing successful lawsuits
againstaffectedentities, plaintiffs’ lawyers
continue to actively pursue newsworthy
breaches, as businesses are paying
significant amounts in settlements with
affected individuals. Affected entities
also may face lawsuits from their business
partners whose data is involved in the
attack, and often battle insurers over
coverage of costs associated with the
attack. Businesses must also be cognizant
of cyber-related shareholder derivative
lawsuits, which increasingly follow from
catastrophic security breaches.

As for Thai law, since the draft Personal
Data Protection Bill has still not been
enacted, parties injured by a data breach
have the right to file criminal proceedings
against those responsible for ransomware
attacks on the basis of the Computer
Crimes Act. Furthermore, affected parties
can file civil proceedings on the basis of
wrongful acts or breach of contract. The
draft law would also have extraterritorial
effect in certain cases, such as where
a Thai offender commits the act in a
foreign country and the government of
the foreign country or the victim files a
complaint, or where the offender is not
Thai, but the Thai government or a Thai
victim files a complaint. In such cases,
the offender faces punishment in the
Kingdom of Thailand.

Good Corporate Governance

The Securities and Exchange Commission
of Thailand, or SEC, has issued rules
regarding good corporate governance,
i.e., the Corporate Governance Code or
CG Code for listed companies in 2017.
The aforementioned code serves as a
guideline for boards of directors of listed
companies in performing their duties.
Regarding information technology security,
it requires boards of directors to oversee

andmanagelT-relatedrisks.Furthermore,
there is a requirement to put in place
policies and security measures about the IT
system and storage of data; the rules also
incorporate policies and practices on
confidentiality, integrity and availability
of data.

Industry Standards and Best Practices
In addition to complying with explicit
legal requirements, organizations should
continually evaluate their practices
against industry standards, which typically
evolve and are updated more frequently
than relevant legislation, and which help
organizations better align their practices
with the expectations of consumers,
business partners and regulators.

Industry standards and best practices
may include, among other things: (1)
conducting comprehensive information
sharing on current threats, attack vectors
and the systems within the enterprise; (2)
implementing baseline protections such
aspatchingagainstknownvulnerabilities;
(38)designing andtesting security incident
response and recovery efforts; and
(4) enhancing communications and
collaboration by engaging in more
regular and formalized collaboration
within the sector.

Conclusion

Ransomware is a growing concern, and
while the recent global attacks have been
some of the most high profile to date,
they are part of an overall trend in the
evolving threat landscape. Businesses
and other organizations should take
into account the legal considerations
discussed above in their efforts to
prevent, investigate and recover from
these disruptive attacks.
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