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The Thai Institute of Directors, in partnership 

with Deloitte, organized the IOD Director 

Briefing (Tea Talk) 1/2018 on 19 March 2018, 

at the Renaissance Bangkok Ratchaprasong 

Hotel. The special guest speaker was Mr. Thio  

Tse Gan, Executive Director, Southeast Asia 

Cyber Risk Services Leader, Deloitte who 

gave a presentation on dealing with cyber 

risk in the boardroom. Highlights of the  

presentation are given below: 

Mr. Gan began by pointing out that cyber 

risk management is, in fact, everybody’s 

responsibility, and not just an issue for 

the information telecommunications (IT)  

department the CEO, or the directors 

that has been assigned to oversee the IT  

department to deal with.

He noted that there has been an alarming 

escalation in cybercrime and cited the  

following statistics: 

• 200,000 new malwares emerge on average

everyday

• 76% of organizations have reported being

victim of a phishing attack in 2016

• 86 countries registered with DDSs attack

in second quarter of 2015, with longest  

recorded duration being 277 hours

• More than 4,000 ransomware attacks have

occurred every day since the beginning 

of 2016

These rising figures emphasize the need to 

fully recognize the importance in recognizing  

the changes that are taking place.

Mr. Gan noted that one change, as indicated  

by the digital evolution index 2017 from HBR, 

is that many countries, including Thailand, 

are moving rapidly into digitalization. Smart-

phones have become an important part 

of people’s lives. This device has become 

significantly more powerful, and it is heavily 

influencing the way people operate and the 

way information is shared. 

Another change he mentioned is how  

society is embracing social media. People 

share everything they do from any location.  

Basically, sharing has become part of  

people’s lives. His concern with this is that 

when people share, they may also be sharing 

sensitive information of the company and 

noted that people must bear in mind that 

pictures of things around the office could 

unintentionally reveal some information.

Mr. Gan illustrated several cyber risks  

associated with technology in the 

presentation. First, risks that comes with 

the Cloud. It is undeniable that the Cloud 

is very beneficial, but because it can be  

accessed anywhere, there is strong  

potential risk of being hacked. Additionally, 

Cloud users do not know if their data would 

be replicated and forwarded by the Cloud 

service provider as they may claim that they 

also own the data. Second, there are the 

risks associated with the Internet of Things 

– a useful technology that can be used for a



number of things, such as drones and RFID. 

There could be disaster, however, if the 

Internet of Things devices are not operated 

properly; for example, Mirai, a malware, 

compromised millions of baby monitors two 

years ago globally and almost forced one 

company to close down. Third, there are 

risks related to robotics. Although robotics 

are very helpful and are very cost efficient, 

chances of mistakes also exist. 

Mr. Gan posed a key questions for the  

audience: When do you seriously take  

action to deal with cyber risk? Is only after 

there is an incident that directly affects 

you or do you monitor it regularly, which is  

necessary, because we are more digitalized 

than we actually realize?. He further  

highlighted that is necessary to consider 

the security aspects related to the risk. If 

they are not handled well, the reputations of  

ongoing businesses can be ruined.

Hacking is one of the greatest threats,  

Mr. Gan said. When talking about an 

implication of a hack, people often think 

about regulations and communications,  

especially with customers and other  

external environment, but the factors  

“beneath the surface”, such as the cost  

relating to the effects on the core of the  

organization, includes intellectual property:  

trade names, the value of customers, 

and the confidence that customers have. 

It could take five to six years to regain  

customers’ confidence after harm it done to 

its reputation, he said, adding that the cost 

for an organization to recover its reputation 

is always much greater than what is initially 

expected. 

Mr. Gan said that cyber hygiene starts with 

the individual and then he provided 10 

things to use as guideline for good cyber 

hygienic.

1.  Install security software from a reputable 

provider and update it regularly.

2. Stay with reputable websites and mobile 

applications.

3.  Be careful of your selection of friends and 

information you share on social media.

4. Beware of pop-ups. Be cautious of 

anything on the Internet this is a “sure 

win”.

5. Make sure that you have various and 

strong passwords for each account.

6. Only open attachments when you are 

expecting them and know what they  

contain, even if you know the sender.

7.  Keep sensitive information safe.  

Confidential document or USBs  should 

always be kept in safe places and avoid 

writing passwords on paper.

8.  Be careful of strangers in your office.

9. Be careful when using public wireless 

networks. Being on a secure connection 

does not guarantee safety from other  

malicious users on the same network.

10. Consciously keep up with current security 

 trends and threats.

In addition, he suggested four approaches 

to minimize the risk of being compromised 

with adoption of new technology. The  

approaches are to be strategic, secure, 

vigilant, and resilient. To be strategic, 

one needs to look at the strategy in place 

relating to cyber. The cyber risk program 

must be in line with the strategic objectives 

and risk appetite of the organization. To be 

secure the means to have risk prioritized 

controls to defend critical asserts against 

known and emerging threats. To be vigilant 

is to have threat intelligence and situational 

awareness to anticipate and identify harmful 

behavior. To be resilient is to be prepared 

and to have the ability to recover from cyber 

incidents and minimize their impacts. 

Mr. Gan stated that one must remember 

that a cyber-attack is never a single event  

disaster; accordingly, all company staff 

members, starting from the top management  

to the staff in the organization, needs to be 

prepared to tackle such an incident. One of 

the most difficult aspects is the people. The 

people culture must be addressed, which 

entails coaching and training. 

Mr. Gan ended the presentation with a list of 

10 steps for organizations to take to prepare 

for cyber risks: 

1. Set the tone — engage leadership in 

managing cyber risks.

2. Assess risk broadly — include enterprise, 

ICS and connected product.

3. Socialize the risk profile — share the re-

sults with leadership and the board.

4. Build in security — harmonize invest-

ments with a cyber risk program.

5. Remember data are assets — connect 

business value with data and strategies 

to protect them.

6. Assess third party risk — assess the risks 

of the information telecommunications 

risk provider, the network provider and 

others

7. Be vigilant with monitoring — determine 

whether and how quickly a breach in key 

areas of the company would be detected

8. Always be prepared — focus on incident 

and breach preparedness, using war 

games simulation.

9. Clarify organizational responsibilities —  

is it just the information technology  

departments or all departments.

10. Encourage increased awareness — 

get employees on board and ensure 

they know their role in protecting the  

organization.
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