Baard Beiefing= |||

AUNTAUANLATUANITUNTITUNNS
ustnlng faudaiy Deloitte TR4RIU IOD
Director Briefing (Tea Talk) 1/2018 1udu
719 funau 2561 W Hedueasy Tauusy
wutesd rdsrasA Tneeudlasunass
97N Mr. Thio Tse Gan N9TUNNTLTIE Hi
Frupnuidsslmuesio fensYusanide
1727n Deloitte lun1sugsenaiAnlumde
"Dealing with Cyber Risk in the Board-
room” %mméwﬁmagﬂi%ﬁmaiﬂﬁ

Mr. Tse Gan NAa119IN139ANIINL
pnLA IS0t WiasaudTumiing
Suilavenvesmnau Tlranuiuinveuues
the 1T, CEO visammue mammmimumu
viunelvguathe Im Wit

Mr. Tse Gan lRalviiufenIsinuaiu
atnvuranleaacannanasyinssululan
lauad il

o Ineadauaniidaunig 200,000 /M 1An

AunIndnniu
o 76%AB4B4ANTAN G 58U AN T
o -
WMERURINTIANALLL  Phishing  Tu
1l 2016

16 | Boardroom

Dealin
C y

. 86 Uszinraune Lﬁﬁuﬁu DDos attack
lu@22017 ua mmmmamumamm
277 s

o INATaUISEENATLY  (Ransomware
Aftack) 11NN 4,000 97ENNg LU
usia= Ty TusuAg 2016

mﬂmmu mmﬂmammmmmmm

°lumim Muﬂmmwmﬂaﬁuuﬂaqmq G]‘w

mmu

AALATAILINTAATA 2017 27N HBR
wandliiudinanedssinAsiud
ﬂa:mﬁimﬁuﬁwé’qﬁnﬁwﬁ
visansliusruunisvineudndssuuaaa
amawiWutmnmaLﬂumumuwmmmmmu
Immmfﬁq
Masndunuasiuidalasunladanns
vieuuazAuAIEnIsuLsiudayaua s

Digitalization

aﬂmmmamimumummﬁwama

nsaeulasanyitiasngi Mr. Tse Gan

I < = Q‘ v o s [ =
NAT04 mam’awL’iﬂwmmmmmﬂuimmﬂa
mmaamqaummm
mmmﬁwﬂﬂw uaz wmmmum mmmﬂu
mauamamﬂmﬁuﬂimmmmLﬂumuwud

mmmmﬁmmmﬂamq

With
yber RISk

the Boardroom




- 2 A o o wm A
PRITIMN @90 Mr. Tse Gan 1Hufmanas 1la
AMNNALLLFFETIIANG ) TU Wanlanli
Y Q‘ G| s a o v
mﬁ#mam‘wLﬂummammmwmwiﬂma
vigaly mwww Nmm‘ﬂmwmmmmmiu
mmmuuummmLﬂmwmauammmim
Tneilaldala

AruLasanialaiuasnuanda uny

= v a éj L7~
walulag  lagnvguenauinlvinulunis
Ug9enell  BENGUIN  AULALNNUINERL

il Cloud Lﬂuﬁﬂﬁmﬁiﬂﬁdﬂ Cloud 1iu
Hils=laanlunnune
mmqimmﬂmﬂmuﬂaiwﬂmmmmmﬁnﬁ
negnuandaya uanANinAald Cloud
ummmﬁﬂunawmmammmamu,aw
awadayalaeiliiisnis Cloud tad Hosan
ﬂﬁuﬁmémaq;ﬂa%aﬁ?ummﬂumm Cloud
Faefufy ethefians AnudseRumSey
U Intemet of Things (oT) nAlulagfianunsa
lilszleudlalurana ginu i Tnsu uas

LLWﬂ’]?V]M‘uﬂ’TMW?ﬂOﬁ

1 « ) v s

RFD umvnngunanl loT lulagnimnisuas
mummmqmm au  e1analiifaAvieus

(4‘ qul
Euu“Lm ENAIBENNTL  IMANTseliilaandli
WA7 MIRAI mﬂwmmﬂmwmwLLmamiﬂ
yilanfildianzd dayarunanigiin - (Baby
Lﬂumummm amﬂumaﬁﬂﬁ
ummmwmmauﬂmmm HazANY ANLIAE
Ty Robotics @maﬂm uuﬂgum
mamwuﬂumuummmmmﬂ UATDNA
wmmwnaiwmmmmLawwnmmsmﬁm

Monitor)

é‘ Vv | s
AulAuiu

ANNNUBY Mr. Tse Gon AB “ANAZ
o R K& A P | XA A a
ANTNDNIEFRIANLEsA e la LA

wnneaituudl visanuazlianudAyi
TTuatnsdinaue
AnuasuarninunAutuldufaades
fUAINALINNINTAR”
% o R = o v =

paaAtanaTaaA Nl anndLas Aoy
o 2 P ~ a A e

fanaEeIANLLdeN asnaamaniiilu

v a v o
e IALLNAEILAT A7

WENdRBNIN 190

mumuwmaiﬁwmmmﬂum f]’J‘LL nan
Li’]’%mﬂ’\iﬂu\lﬂ\lﬂm ﬂ]ﬂLﬁﬂﬂ“ﬂﬂﬂﬁiﬂﬁV}ﬂ’]ﬁﬂ
mmuagm%mmgﬂmmﬂ

nsuan (Hack) visanisianzdayaiiiu
wuﬂummmmﬁmmmmmeﬂmqm
nsfudetunisgnuandeya endnaziing
sudeudeiioiu nmsdeansiuthesag Tog
LAZANTNUIAADL
uAAmilasinnady
the
Tumuﬂamqmawmaummm

Lawq:aﬂwqéqﬁugﬂﬁﬁ
mauanﬁuq
mmmauaamﬂmwum (Beneath
Surfoce)
Anfliauidinanss mummmummmw
dWSU Mr. Tse Gan AuvantiuAanindau
il é’uvlﬁm sldjl’a‘V]Nﬂ’]i%W
UBIGNAUAY mmmjamumaﬂmu 1s1magld
nate 5-6 1 sLummaunmmmamwum
aﬂmmama&lﬂua mmmmmamwm
mmamﬂmLaﬂwaamwuummmamm
mmmiaﬁuam

ATl

Boardroom | 17



Mr. Tse Gan NATIMART1 AUANHULNNG
laiwad (Cyber Hygiene) HuSUAYAAA
QIQ Q‘ QIQ v I o s |
wazilAa 10 awingng bawuetiudnsuilu
wuanaelunisiasuadiegadneunig
luasna

1. Aasaranfussnunanuilannie
@mmQiﬁﬁmaﬁ%ﬁaiﬁua:wﬁu
gnnnagiae

2. WiSulaAuazuetmauaduiuiede
hindedewiniu

3. 9x3Te=3sluns@enduieuunilsdes
ﬁLﬁﬂLLa“%ﬂaua%mw%

4. sz3dlaliwene ) uay ﬂﬁlﬁ\l’ﬂfvﬂﬁﬁd
wﬂmmmu%wu@mmmmm

5. KaavaLnuAnaNnvane uazudause
dNusuuAazITd

6. LﬂmLawvaWaLLuwmmuummma

azls
ﬁ@mgfvnﬂm’m

7. \findeyadAtylvitlaansie tonansdy
38 USBs ma#gmﬁui%iuﬁﬂaamﬁﬂ
LAMANALINNSTEus AL UALY
N9TANL

8. 3x5amuutlanuiinfidnlluivinau
UDIAR

9. sxiTass¥ailatiausaiszuLnAadne
15a7e@18190us  (Public  Wireless
Networks) mia;au‘uui:uuﬁﬂaamﬁﬂ
lulanifuAnnauazdasnseang 4
nuATedne sy aaiine

LLJJ’)’WVLWBLL‘LL"\) mmmmﬂmu

18 | Boardroom

o XK v Vv s
10. PezutinDaLUnltumMUAINLLaanNE
LLa:ﬁﬂ@ﬂmﬂuﬂwﬂu

uaﬂmﬂﬁmé’air}ﬁauaLmeﬂu
m-aammmmammnmsmmﬂmma’wmm
Juidernnalulating ﬁmiﬁn
1aun 1) Menenagnsdmiulaiwed awunsn
mimimﬂmmmmiﬂﬂmmmmummmm
mﬂqiﬂnmmwaammamnmmﬂa”mmm
ﬂaﬂmu,a ANMUIALURI89ANT 2) 19979
mmuumua Uaande Asdngzuiunng
FAnnsANuLEEN Lwaﬂmnuﬂmmmmnmu
firanisailuas mﬂmﬁuamm LU
3) JJWT]M‘J‘“’JJ@?“”NLLS‘”[}”‘]MWQ@HLHN@ AB
mammm@mmummmmLa saU§
anunsal  LiiefiazAnanisaluazas 1
wqmmmmﬂuaumm uaz 4
ﬂmwﬂuLwaWumuamw mammﬂmmmm
wEaLLATALANLNTa ez Ll lauas nou)

LL‘LL’]‘W’N‘LlLl

dAu

ﬂﬂ?‘l,m’ﬁm’“?’mLW?]ﬂ’]iﬂlﬂﬂﬂ’]llLLﬁ ANNG
nTe wuiwmaauawm

= = v I = '

Nagzaniauadn nislauanielaiuas
Sy da a4 oA o
uu“l,mmmﬂuwmu MAANENATULALY AL
nn e
wuﬂmummmmmwaam muﬂumummﬂ
mmmmuu%m

uumummmmﬁ m‘umiﬂwm

wammmiawmummm
1ﬁmuﬁﬁmmmmﬂiuﬂmmmL'imumvl,ﬂ
mmwmummﬂaama ausvaaiuGesd
GRLIGh

Mr. Tse Gan AAINNENITLITENEIADE]
10 dUuRAUATAYNANNTLATENAINLNT DL
ém%um?%’uﬁaﬁuﬁa@ﬂmmmqimua%

- asussennmain Wi lAlldausu
sLumﬂmmﬁ?mmmmmﬂm‘uaa

2.5 Lmummmmimamamaumm‘w
ICD

squluneAns, LAz ARSI
Rendos

3. WAuiidausanlunilumnui@es Risk
Profile) ulsifunadayadugiiuaz
ANUZNITUNTLITEN

4. a5aanudasnne Tnenistszanu
nsasuuazldsunsudnnisaiiy
LZ‘\EIW]’NIBHVLGITLUE‘EL‘]J’W’]EIHU

5.m“l,m,ammwamuammwmummmm'a
yannnsgeiatindudeyauas
ﬂaawmwaﬂﬂﬂawauamw

6. s Luummmmmﬂmmammm U
Taun  nngdse Luummmmmmﬂw
mmamummmmmﬂama r:fl;w
mmﬂmammuauymmaau 9

7. sauAaluniaiihsziansiaaay 93y
TuudnaraasinaludrudrAyans
U?ﬁmﬁ?m:gﬂmwaauwuw%m
uazaIAEILNesle

8. wisaunGauatiaue iafuniswsey
mﬁuuammma?mmmua SN
fo1afinlu
A9ATIL

0. wlwthfinnusufinrerluasdngls
FoauvnAmaullEdnseslmuest
aa‘lumwmwm}ammmﬂ T He
memmﬂuwmmmmmu

10. 1@5uas19ANUATTn Iintneu
nnaulaliasusauuaziuiunuan
wihinuadunnstnilasesdnsating
Wi

Tneldvdnnisanand




The Thai Institute of Directors, in partnership
with Deloitte, organized the |OD Director
Briefing (Tea Talk) 1/2018 on 19 March 2018,
at the Renaissance Bangkok Ratchaprasong
Hotel. The special guest speaker was Mr. Thio
Tse Gan, Executive Director, Southeast Asia
Cyber Risk Services Leader, Deloitte who
gave a presentation on dealing with cyber
risk in the boardroom. Highlights of the
presentation are given below:

Mr. Gan began by pointing out that cyber
risk management is, in fact, everybody’s
responsibility, and not just an issue for
the
department the CEO, or the directors

information telecommunications (IT)

that has been assigned to oversee the IT
department to deal with.

He noted that there has been an alarming
escalation in cybercrime and cited the
following statistics:

» 200,000 new malwares emerge on average
everyday

» 76% of organizations have reported being
victim of a phishing attack in 2016

» 86 countries registered with DDSs attack
in second quarter of 2015, with longest
recorded duration being 277 hours

» More than 4,000 ransomware attacks have
occurred every day since the beginning
of 2016

These rising figures emphasize the need to
fullyrecognize the importance inrecognizing
the changes that are taking place.

Mr. Gan noted that one change, as indicated
by the digital evolution index 2017 from HBR,
is that many countries, including Thailand,
are moving rapidly into digitalization. Smart-
phones have become an important part
of people’s lives. This device has become
significantly more powerful, and it is heavily
influencing the way people operate and the
way information is shared.

Another change he mentioned is how
society is embracing social media. People
share everything they do from any location.
Basically, sharing has become part of
people’s lives. His concern with this is that
when people share, they may also be sharing
sensitive information of the company and
noted that people must bear in mind that
pictures of things around the office could

unintentionally reveal some information.

Mr. Gan illustrated several cyber risks
the
presentation. First, risks that comes with
the Cloud. It is undeniable that the Cloud
is very beneficial, but because it can be

associated with technology in

accessed anywhere, there is strong
potential risk of being hacked. Additionally,
Cloud users do not know if their data would
be replicated and forwarded by the Cloud
service provider as they may claim that they
also own the data. Second, there are the
risks associated with the Internet of Things

— a useful technology that can be used for a
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number of things, such as drones and RFID.
There could be disaster, however, if the
Internet of Things devices are not operated
properly; for example, Mirai, a malware,
compromised millions of baby monitors two
years ago globally and almost forced one
company to close down. Third, there are
risks related to robotics. Although robotics
are very helpful and are very cost efficient,
chances of mistakes also exist.

Mr. Gan posed a key questions for the
audience: When do you seriously take
action to deal with cyber risk? Is only after
there is an incident that directly affects
you or do you monitor it regularly, which is
necessary, because we are more digitalized
He further
highlighted that is necessary to consider

than we actually realize?.

the security aspects related to the risk. If
they are not handled well, the reputations of
ongoing businesses can be ruined.

Hacking is one of the greatest threats,
Mr. Gan said. When talking about an
implication of a hack, people often think
about regulations and communications,
customers and other
pbut the
“pbeneath the surface”, such as the cost

especially  with
external environment, factors
relating to the effects on the core of the
organization, includes intellectual property:
trade names, the value of customers,
and the confidence that customers have.
It could take five to six years to regain
customers’ confidence after harm it done to
its reputation, he said, adding that the cost
for an organization to recover its reputation
is always much greater than what is initially

expected.

Mr. Gan said that cyber hygiene starts with
the individual and then he provided 10
things to use as guideline for good cyber
hygienic.
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1. Install security software from a reputable
provider and update it regularly.

2. Stay with reputable websites and mobile
applications.

3. Be careful of your selection of friends and
information you share on social media.

4. Beware of pop-ups. Be cautious of
anything on the Internet this is a “sure
win”.

5. Make sure that you have various and
strong passwords for each account.

6. Only open attachments when you are
expecting them and know what they
contain, even if you know the sender.

7. Keep sensitive information safe.
Confidential document or USBs should
always be kept in safe places and avoid
writing passwords on paper.

8. Be careful of strangers in your office.

9. Be careful when using public wireless
networks. Being on a secure connection
does not guarantee safety from other
malicious users on the same network.

10. Consciously keepup with currentsecurity
trends and threats.

In addition, he suggested four approaches
to minimize the risk of being compromised
with adoption of new technology. The
approaches are to be strategic, secure,
vigilant, and resilient. To be strategic,
one needs to look at the strategy in place
relating to cyber. The cyber risk program
must be in line with the strategic objectives
and risk appetite of the organization. To be
secure the means to have risk prioritized
controls to defend critical asserts against
known and emerging threats. To be vigilant
is to have threat intelligence and situational
awareness to anticipate and identify harmful
behavior. To be resilient is to be prepared
and to have the ability to recover from cyber
incidents and minimize their impacts.

Mr. Gan stated that one must remember
that a cyber-attack is never a single event
disaster; accordingly, all company staff
members, starting from the top management
to the staff in the organization, needs to be
prepared to tackle such an incident. One of
the most difficult aspects is the people. The
people culture must be addressed, which
entails coaching and training.

Mr. Gan ended the presentation with a list of
10 steps for organizations to take to prepare
for cyber risks:

1. Set the tone — engage leadership in
managing cyber risks.

2. Assess risk broadly — include enterprise,
ICS and connected product.

3. Socialize the risk profile — share the re-
sults with leadership and the board.

4. Build in security — harmonize invest-
ments with a cyber risk program.

5. Remember data are assets — connect
business value with data and strategies
to protect them.

6. Assess third party risk — assess the risks
of the information telecommunications
risk provider, the network provider and
others

7. Be vigilant with monitoring — determine
whether and how quickly a breach in key
areas of the company would be detected

8. Always be prepared — focus on incident
and breach preparedness, using war
games simulation.

9. Clarify organizational responsibilities —
is it just the information technology
departments or all departments.

10. Encourage increased awareness —
get employees on board and ensure
they know their role in protecting the
organization.
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